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Cloud platform privileges control and audit system
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Abstract: Objectively, cloud administrators have both technical means and monetary motivation to misuse
privileges to control and steal users’ data in the cloud platform. It is challenging to divide the least privileges,
real-time control and post-audit cloud administrators’ operations. This paper firstly performs several attacks
on the cloud platform to demonstrate that malicious cloud administrators can take advantage of privileges to
steal users’ data. Secondly, this paper summaries the main technical approaches of recent researches: cloud
administrators’ privileges division and run-time permissions control. Finally, this paper designs and
implements a cloud platform privileges control and audit system to improve the applicability of cloud
platform management privilege division and cloud platform runtime privilege verification.
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Fig. 1 Malicious cloud administrators make and upload a virtual machine image with virus or Trojan horse
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Fig. 2 Malicious cloud administrators tamper Windows virtual machines’ passwords
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Fig. 3 Malicious cloud administrators remove the Linux virtual machines’ passwords
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Fig. 4 Malicious cloud administrators export and analyze the memory of virtual machines
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Fig. 6 Traditional virtualization (a) and nested virtualization with CloudVisor (b)
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Fig. 7 Architecture of cloud platform privileges control and audit system

4 R

Xt G R RUT B S W RGBT I REVEAS 5 M RE VP AL o ThREVE AN 35 IR R 4L E A 1
OpenStack. VMware vSphere W& N DNRELIN; PR vPAl = L2 2R Gont m 5 H P A 0 Pk g 40
¥Eo R BRI AL S PR K 29 E3-1220 3.0 GHz CPU 8 ¥4, 8 G INAE, 1 TB ik, 5% 5 Mbit/s.
SEEGREUN R 7, SR 265 RGENGERE, R REE K.

2k 2 Frow, £F X4 OpenStack . VMware £2 Theglikgs R
vSphere =VE, & gﬁ;fml‘ﬁj;@g% =il Tab. 2 Results of the functional test
b EERUR Ry . TCAEER . B 5 H =T E R EEACRR K 2y oIS AL FERUE A
N e OpenStack N N N v
EHIFIIRE. VMware vSphere v v N v

PR R VPl A B O3 0E R AR B NI TR RE . AN RS AURAE . ShAIRBURAE, XSS ERE D
HIEHESEATET, A AIPERE . LI HkIE OpenStack. VMware vSphere ML/ 4, 45 5L
W 8 fran, SIANRGAN G IE AR N B 18] 15%~20% K815 o X FhPERERURARFFE 2R, X
FAE I P 2 AR/

1800t
1600
1400
1200
E 1000
800

600}
400}

| RARERG: = RRAL |

1123

768 798

677 712 II II II Il

0
BIEEINL AL AR ﬁﬁ%éﬂ EREMY% ERFEAR KERP

]/

2001

a



Vol.10 No.4
February 2017 WEBF: = TERPITHEESHEITRA 363

1200

| RERAL RRAL

i

RIRBINL HERELNL Al Eﬂﬁiéﬂﬁlﬂ HREMG AFRRNC RERM

1000

800

600

B[] /ms

400

200

b
K8 OpenStack (a). VMware vSphere (b) =V & PERENIR 45 H
Fig. 8 Results of performance tests on OpenStack (a) and VMware vSphere (b) cloud platforms

5 Zig

ASORIEX 27 G MBS BRI 28T T = SR RO . A T B SN OCHT 7 SCRk, B 46
=P A BRI N 2V G 384T I B 2R 1 ORI 2 . A $2 Ry LA B SRR B R ) mT #R A PE G
FIE, ASCWFFUIFSEEL T A EEEER =1 S I 2 P SR BT AR 59 R4, TSI 2 F 6 s
J, SRR S SR . Bl TEEES AR ST S, WRA SRR N, FE B
B D1, AA R IE e T AT .

[Z % 3CEk] (References)

[1] CLAYCOMB W R, NICOLL A. Insider threats to cloud computing: directions for new research challenges[C]//Computer
Software and Applications Conference (COMPSAC), IEEE 36th Annual. Izmir: IEEE, 2012: 387-394.

[2] ALLIANCE C S. The treacherous twelve’ cloud computing top threats in 2016[R/OL]. Cloud Security Alliance,
2016[2016-02-29]. https://downloads.cloudsecurityalliance.org/assets/research/top-threats/Treacherous-12_Cloud-Computing_
Top-Threats.pdf.

[3] CAPPELLI D M, MOORE A P, TRZECIAK R F. The CERT guide to insider threats: how to prevent, detect, and respond to
information technology crimes[M]. New Jersey: Addison-Wesley Professional, 2012.

[4] CAPPELLI D M, MOORE A P, TRZECIAK R F, et al. Common sense guide to prevention and detection of insider threats 3rd
edition—version 3.1[R]. Pennsylvania: Carnegie Mellon University, 2009.

[5] SILOWASH G, CAPPELLI D, MOORE A, et al. Common sense guide to mitigating insider threats[R]. Pennsylvania:
Carnegie Mellon University, 2012.

[6] MCCLIMANS F, FERSHT P, SNOWDON J, et al. The state of cybersecurity and digital trust 2016[R/OL]. Accenture and HfS
Research Ltd., 2016[2016-07-04]. https://www.accenture.com/t20160704T014005 w_ /us-en/_acnmedia/PDF-23/Accenture-
State-Cybersecurity-and-Digital-Trust-2016-Report-June.pdf.

(71 X, EREE, KA, S AR SEEAT B AN S U], THELAAR, 2016, 39 (2): 339-350.

LIU C Y, WANG G F, LIN J, et al. Practical construction and audit for trusted cloud execution environment[J]. Chinese

Journal of Computers, 2016, 39(2): 339-350. (in Chinese)

JACKSON K, BUNCH C, SIGLER E. OpenStack cloud computing cookbook[M]. Southport: Packt Publishing, 2015.

LOWE S. Mastering vmware vsphere 5[M]. Alameda: SYBEX Inc., 2011.

10] BARTHOLOMEW D. Qemu: a multihost multitarget emulator[J]. Linux Journal, 2006, 2006(145): 68-71.

11] KIVITY A, KAMAY Y, LAOR D, et al. kvm: the Linux virtual machine monitor[J]. Proceedings of the Linux Symposium,



FE105 F4 M
2017 4E2 A FERIEXELERIEX 364

[12]

[13]

[14]

[15]

[17]

(18]

(19]

2007, 1: 225-230.

BARHAM P, DRAGOVIC B, FRASER K, et al. Xen and the art of virtualization[J]. ACM SIGOPS Operating Systems
Review, 2003, 37(5): 164-177.

GARFINKEL T, ROSENBLUM M. A virtual machine introspection based architecture for intrusion detection[J]. Proceedings of
the Network & Distributed Systems Security Symposium, 2003, 3: 191-206.

GRAZIANO M, LANZI A, BALZAROTTI D. Hypervisor memory forensics[C]//16th International Workshop on Recent
Advances in Intrusion Detection. Heidelberg: Springer Berlin Heidelberg, 2013: 21-40.

BUTT S, LAGAR-CAVILLA H A, SRIVASTAVA A, et al. Self-service cloud computing[C]//Proceedings of the 2012 ACM
Conference on Computer and Communications Security. Alexandria: ACM, 2012: 253-264.

ZHANG F, CHEN J, CHEN H, et al. CloudVisor: retrofitting protection of virtual machines in multi-tenant cloud with nested
virtualization[C]//Proceedings of the Twenty-Third ACM Symposium on Operating Systems Principles. Cascais: ACM, 2011:
203-216.

CHEN X, GARFINKEL T, LEWIS E C, et al. Overshadow: a virtualization-based approach to retrofitting protection in
commodity operating systems[J]. ACM Sigarch Computer Architecture News, 2008, 36(1): 2-13.

HOFMANN O S, KIM S, DUNN A M, et al. Inktag: secure applications on an untrusted operating system[C]//Asplos
International Conference on Architectural Support for Programming Languages & Operating Systems. Houston: ASPLOS
Proc., 2013: 253-264.

FERRAIOLO D, CUGINI J, KUHN D R. Role-based access control (RBAC): features and motivations[C]//Proceedings of
11th Annual Computer Security Application Conference. Michigan: IEEE Computer Society Press, 1995: 241-248.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


